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Solution

1. Identify the scope of the risk analysis, including systems and processes.
2. Identify and document potential threats and vulnerabilities to in-scope systems 

and processes. Epstein Becker Green uses real threat scenarios developed 
from historical records of real-life events as opposed to simply conducting a 
gap analysis. 

3. Assess the adequacy of current security controls.
4. Determine the likelihood of threat occurrence.
5. Determine the potential impact of threat occurrence.
6. Determine the level of risk.
7. Identify additional security measures to mitigate risks to an acceptable level.
8. Monitor the progress of mitigation. 

Epstein Becker Green offers robust risk assessments of administrative, physical, and technical safeguards for protected health information; advises on 

mitigating risks; and develops documentation of a defensible security program. Our risk assessment approach goes beyond a standard gap assessment 

and allows us to prepare real-life threat scenarios for our clients and generate high-to-low risk recommendations against related regulations and 

industry standards, including the National Institute of Standards and Technology (NIST) Cybersecurity Framework; Carnegie Mellon University, Software 

Engineering Institute’s “Insider Threat Best Practices”; the International Organization for Standardization (ISO) 27001; Service Organization Control 

(SOC) 2 Health Information Trust Alliance (HITRUST) mapping; NIST 800-53 (rev. 4); and New York’s cybersecurity regulations for financial service 

companies. This approach enables our clients to proactively identify threats to their organizations and correct their course, as needed, saving thousands 

to millions of dollars in potential fines and reputational harm. 

The Health Insurance Portability and Accountability Act (or “HIPAA”) requires that all covered entities and business associates “[c]onduct an accurate 

and thorough assessment of the potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected health information 

held by the covered entity.” As a result, entities must go through a formal process to identify risks, assess risk levels, and implement a strategy to 

address risks in a prioritized manner.

Challenge

Cybersecurity
Risk Assessment

Our Risk Analysis Process

In addition, Epstein Becker Green has developed a number of tools to assist 
organizations in maintaining a continuous risk management process, utilizing our 
revolutionary new approach to modeling risk.
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Health care companies can improve their security posture by 

achieving HITRUST CSF certification, which reduces the likelihood 

of a data breach due to requiring robust security safeguards. As a 

HITRUST CSF Assessor, Epstein Becker Green is able to leverage 

the HITRUST methodology to conduct robust risk assessments 

and help clients achieve HITRUST CSF certification, which can be 

used as evidence of compliance with HIPAA and HITECH. Further, 

as a law firm, all HITRUST CSF certification efforts are conducted 

under the attorney-client privilege, which allows clients to keep key 

risk points and compliance flaws from being exposed as they work 

toward certification.

Challenge
Although the most cost-effective response to a security breach is 

to prevent one from occurring in the first place, many health care 

companies face difficulties conducting meaningful risk analyses 

because existing security laws do not describe how to handle such 

analyses, and it is difficult to know what mitigation tactics should be 

taken to address identified risks. 

The Health Information Trust Alliance (HITRUST), in collaboration with health care, technology, and information security leaders, 
developed the Common Security Framework (CSF) to provide a unified and prescriptive structure to guide the risk management of 
health information. International Organization for Standardization, Payment Card Industry, Control Objectives for Information and 
Related Technologies (or “COBIT”), Health Insurance Portability and Accountability Act, Health Information Technology for Economic 
and Clinical Health Act, and National Institute of Standards and Technology standards. The CSF methodology provides a highly flexible 
framework by offering a standardized way of scaling and tailoring safeguards based on an organization’s specific risk factors. 

HITRUST
Assessments

Solution

In 2016, health care companies spent 

$6.2 billion
on data breaches. Nearly 

90%
of health care organizations had a data breach  

in the past two years—and nearly half, or 

45%, 
had more than 

5 data breaches
in the same time period. The majority of these 

breaches were small, containing fewer than 500 
records.*  

*Source: “The Sixth Annual Benchmark Study on 
Privacy & Security of Healthcare Data,” Ponemon 

Institute, (2016).
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Solution

• Managing the cloud environment for clients on various platforms, including Amazon Web Services, Google, Docker, Oracle, 

Azure, and Office 365, among others  

• Preparing business associate agreements 

• Helping companies evaluate the privacy and security risks associated with cloud solutions 

• Coordinating with clients to mitigate privacy and security risks  

• Preparing documentary evidence in support of compliance 

• Defending clients in the context of a data breach, government investigation, and class action litigation

The health care industry’s transition to the cloud raises numerous privacy and 

security concerns. Chiefly, recent regulatory changes have expanded federal 

privacy and security requirements affecting cloud-based platforms. Under 

the new regulations, cloud service providers that maintain protected health 

information are considered business associates and are directly subject to 

privacy and security requirements. Health care companies need to know how 

to navigate regulatory and compliance uncertainties.

Privacy
and Security
in the Cloud

Epstein Becker Green’s approach reduces the likelihood of a data breach 

and government enforcement actions that could result in stiff fines, 

protracted corrective action periods, and possible class action litigation. 

Our Service Offerings Include:

In 2015, $3.73 billion was spent by health care 
companies on cloud services, and that amount 
is projected to triple to $9.5 billion by 2020.*  
Cloud-based computing is on the rise in health 
care as physicians, hospital administrators, 
and patients demand cost efficiency, access to 
information, and security.

*Source: “Healthcare Cloud Computing Market worth $9.48 
Billion by 2020,” MarketsandMarkets (June 2015).
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Solution
• Epstein Becker Green assists boards of directors in developing 

effective cybersecurity programs that follow (i) the National 

Institute of Standards and Technology’s Cybersecurity 

Framework, which consists of standards, guidelines, and 

practices to promote the protection of a company’s critical 

infrastructure, and (ii) Health Information Trust Alliance (or 

“HITRUST”) metrics 

• We advise boards on best practices, such as closely reviewing 

cyber incidents and vetting management reports with outside 

experts 

• We identify each client’s vulnerabilities and develop risk 

management policies and procedures, and our security 

performance metrics tool allows boards and leadership to 

create actionable security metrics and receive reporting on 

cybersecurity vulnerabilities in real time  

• We work directly with boards to not only engage companies and 

management teams in meaningful dialogue on cybersecurity 

issues but also help them monitor their company’s risk and 

detect vulnerabilities—as they happen

Boards of directors are ultimately responsible for the future of their companies. Shareholders expect, if not demand, that their company—and particularly 
its board—invest in mitigating the risk of a cyberattack. As boards become increasingly accountable for cybersecurity, they must understand their unique 
legal obligations for cyber incidents. Boards must also have access to appropriate levels of cybersecurity expertise, and management must define a 
clear cybersecurity framework for a company to follow. Moreover, boards must fully comprehend organizational cyber risk; what risks they are accepting, 
mitigating, or transferring; and, most importantly, that cybersecurity is no longer just an “IT” issue. 

Security 
Performance
Metrics

Identify Protect

Detect Respond

Recover

Metrics
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Epstein Becker Green organizes incident response capabilities around 
an “information security playbook” by simulating an actual cybersecurity 
breach occurrence. The firm has assembled many common incidents with 
actionable workflows from a common core of security incident types. We 
will work with your team to document the escalation process, while going 
through a series of mock security exercises with the core security incident 
response team. 

Simulated evidence can be injected into the network of the organization 
that should trigger the incident response plan. Throughout the exercise, 
Epstein Becker Green assists clients in understanding how the Legal, 
IT, and Compliance Departments function as a cohesive whole when 
responding to a potential breach and the process that needs to be 
followed to determine whether a breach of protected health information 
has occurred. The firm also provides guidance throughout this exercise 
so that everybody understands exactly what position they are playing on 
the incident response team. 

Organizations should do the following to prepare for a cybersecurity incident: 

1. Perform a Risk Assessment. A risk assessment involves 
looking at threats to an organization’s mission and 
understanding what security controls are in place to mitigate 
those threats. This type of assessment is required by 
regulations, both at the state and federal levels. Epstein Becker 
Green has developed a number of tools to assist organizations 
in maintaining a continuous risk management process, utilizing 
our revolutionary new approach to modeling risk.   

2. Establish an Incident Response Plan. All security incidents 
are not equal, and the way that an organization responds to 
one incident may be significantly different than its response to 
another. 

Epstein Becker Green’s tabletop exercises provide clients with the ability 
to work through real-life scenarios to determine preparedness for such 
incidents as website defacement, web server breaches, ransomware, lost 
laptops, insider threats, and more. These exercises are designed to do 
the following: 

Cybersecurity Incident Preparedness

Cybersecurity breaches can cost an organization millions of dollars and the loss of trust of its customers/clients. Preparing in advance for a cybersecurity 
breach helps an organization better manage its incident response team and develop confidence in its cybersecurity posture. That confidence is essential 
to being able to put a best foot forward when dealing with regulators and shareholders who are concerned about a cybersecurity incident. 

Organizations and their executive leadership are increasingly concerned about cybersecurity due to the size, volume, and severity of recent security 
breaches that have occurred. But despite ongoing investments in people, processes, and technology, organizations are still falling victim to security 
breach incidents. The consequences of such incidents have been devastating: billions have been lost in shareholder value, C-suite executives have 
been held responsible, reputational value has diminished, and civil and criminal penalties have been imposed.  

Solution

• Increase awareness. We provide clients with an innovative 
approach to performing IT security exercises, which helps 
increase awareness and raise competence regarding relevant 
IT security threats to the control systems.

• Create a dialogue. Our tabletop exercises include all parties 
that are involved in resolving an IT security incident, and the 
process allows for the discussion of relevant threats and the 
exchange of knowledge and experience with each other.

• Improve incident response capabilities. Our tabletop 
exercises identify shortcomings and/or grey areas in an 
organization’s current plans and procedures.

3. Test the Incident Response Plan. The organization must 
work through simulations of security incidents with its incident 
response team so that everybody learns to how to work 
together. Decisions must be made before an incident occurs 
on such questions as, “How will team members communicate 
with each other?” “What are the tools that they have available?” 
“What are the channels of secure communication that they 
have available in the event of an incident?” 

4. Engage the C-Suite. It is imperative to engage the C-suite as 
part of an incident response team—they need to be informed in 
order to make the best decision for the organization.
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Our Capabilities



Deep Industry Knowledge Dedicated to Securing Your Organization

Qualifications

• Recognized since 2012 as a Health Information Trust Alliance (HITRUST) Common Security 

Framework (CSF) Assessor—the only law firm to achieve this designation—which exemplifies 

Epstein Becker Green’s distinct capability to identify and address risk for health care industry clients  

• A significant presence in the health care, financial services, and defense industries, as well as 

international experience (Australia, France, Germany, Italy, Japan, and the United Kingdom) 

• A Privacy and Security Group that includes industry-recognized privacy and security professionals, 

enabling us to offer a more comprehensive response to client needs that integrates legal opinion and 

forensic analysis; the group also blends its privacy knowhow with security services and computer 

security experience to effectively counsel clients on federal and state laws governing health 

information privacy and security 

• Significant presence in health care, financial services, and defense industries, as well as international 

experience (Australia, France, Germany, Italy, Japan, and the United Kingdom) 

• Attorneys recognized as Certified Information Systems Security Professionals (or “CISSPs”), 

with concentrations in forensics, cloud security, database management, Linux, Windows, Oracle, 

Microsoft SQL, etc. 

• Access to risk assessment expert systems used by leading consulting organizations 

• Experience with medical device security, with a significant FDA practice 

• “Vendor agnostic” approach, with a preference for recommending the most cost-effective solution, 

including open source tools, where available and appropriate 

• Experience in key cloud technologies, including Amazon Web Services, Google, Docker, Oracle, 

Azure, and Office 365, among others 

• Experience with dozens of significant security breaches annually, with the average cost of a security 

incident less than $30,000 
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Our Team

Robert Hudock
Member of the Firm

Washington, DC, Office
rhudock@ebglaw.com

Tel: 202-861-1893

Adam Solander
Member of the Firm

Washington, DC, Office
asolander@ebglaw.com

Tel: 202-861-1884

Alaap Shah
Member of the Firm

Washington, DC, Office
abshah@ebglaw.com

Tel: 202-861-5320

Patricia Wagner
Chief Privacy Officer

Washington, DC, Office
pwagner@ebglaw.com

Tel: 202-861-4182

Michael Hollander
Associate

Washington, DC, Office
mhollander@ebglaw.com

Tel: 202-861-1814

Wenxi Li
Associate

Washington, DC, Office
wli@ebglaw.com
Tel: 202-861-831
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Michael Johnson
Advisor

Washington, DC, Office
mrjohnson@ebglaw.com

Tel: 202-861-5325
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