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Your company has been the prime
contractor on a federal government
contract for the past five years. The
contract was resolicited and awarded
to your competitor. During the resolic-
itation, your project manager and five
other employees accepted positions
with the competitor. You also suspect
that these former employees helped
the competitor draft the winning pro-
posal, possibly sharing your firm’s
confidential business information with
their new employer. Your company
intends to pursue legal action. 

The first question is—where?
Notably, the General Accounting

Office (GAO) long has held that GAO
is not the proper forum for challeng-
ing a contract award to a competitor
where the challenge is based on the
misappropriation of trade secrets.1
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Such disputes, according to the comp-
troller general, are between private
parties, giving the courts jurisdiction.

In Computer Resource Technology
Corp., for example, the protester
argued that its trade secrets were mis-
appropriated by the awardee when a
former project manager improperly
participated in the competition with
the awardee. The protester also argued
that the government knew the former
employee was wrongfully competing
with the protester. The comptroller
general found that the protester failed
to prove that the government had fore-
knowledge of the employee’s improper
participation. Nonetheless, the comp-
troller general also emphasized: 

In our view, this allegation, at best,
involves a question of improper business
practices by [the awardee] and not the
government. As such it is a dispute
between private parties that will not be
considered by our office.

Resolution on the Merits
Even without the GAO as an available
forum, the company can initiate legal
action in court. That action could
include a request for an injunction to
enjoin the competitor’s performance
under the government contract. A
variety of legal theories are available to
challenge both the former employees’
and the competitor’s alleged improper
actions. This discussion, however, will
be limited to the protection available
for a company’s confidential informa-
tion through trade secrets law. 

Protection for trade secrets has been
available under the common law for
more than 100 years. In 1979, the
National Conference of Commissioners
on Uniform State Laws passed the
Uniform Trade Secrets Act (UTSA). As
of July 2000, 44 states had adopted the
UTSA. While some variations in lan-
guage do exist in other jurisdictions,
the Maryland Uniform Trade Secrets
Act (MUTSA) is illustrative. For
example, under the MUTSA:

“Trade secret” means information, including
a formula, pattern, compilation, program,
device, method, technique, or process, that:

(1) Derives independent economic value,
actual or potential, from not being generally
known to, and not being readily ascertaina-
ble by proper means by, other persons who
can obtain economic value from its disclo-
sure or use; and (2) Is the subject of efforts
that are reasonable under the circum-
stances to maintain its secrecy.2

Summarizing what is covered by the
MUTSA, the United States District
Court for the District of Maryland
explains that

…to be protected under Maryland [trade
secrets] law, information must be secret,
and its value must derive from the secrecy.
In addition, the owner of the information
must use reasonable efforts to safeguard the
confidentiality of the information.3

Thus, while other criterion are rele-
vant, the focus of trade secret litiga-
tion often becomes just what actions
the company took to keep its trade
secrets a secret.

Pursuant to the MUTSA, available
remedies include

■ An injunction enjoining the misap-
propriation of the trade secrets; 

■ Payment of royalty in exceptional
circumstances; and

■ Compensatory damages and exem-
plary damages, in certain cases.4

A court also is permitted to award
attorney’s fees to the prevailing party
where, among other things, the misap-
propriation was willful and malicious.5

Using a Proactive Approach
In the introductory example, more
information is needed before it can be
determined whether the company
took “reasonable efforts to safeguard”
its trade secrets, and thus, whether
protection may be afforded under the
MUTSA or a similar statute. In evalu-
ating this issue, the following will need
to be assessed:

(1) Did the company have a trade secret
compliance program in place? 

(2) If yes, was the company following
its program? 

(3) If yes, did the program amount to
“reasonable efforts” under the
facts at issue? 

What constitutes reasonable efforts
is fact intensive. No specific outline of
necessary measures can be provided.
However, some commentators suggest
that

Efforts that are reasonable under the cir-
cumstances are those actual efforts direct-
ed at specific trade secrets which are rig-
orous enough to force another to use
improper, unethical or illegal means to dis-
cover or make use of one’s trade secrets
yet which are not necessarily so extensive
as to make discovery impossible.6

As a general rule, companies can
save effort and resources by adopting a
proactive approach to trade secret pro-
tection. Programs should focus both on
physical security measures necessary
to protect a company’s trade secrets, as
well as procedures to ensure that the
trade secrets are treated as confidential
by the company’s employees and con-
sultants. Many companies require
employees and consultants to sign non-
disclosure agreements. This require-
ment is an integral part of a company’s
trade secret protection program, but
alone, it is not sufficient. Should a dis-
pute arise, the company will need to
demonstrate that the employee or con-
sultant knew he had access to confi-
dential business information for which
he was under a duty not to disclose.

While not intended as an exhaus-
tive list of what should be included in
a trade secrets compliance program,
the following highlights a few consid-
erations.

■ When feasible, trade secrets should
be segregated from non-confidential
information and kept in a physically
secure location. 

■ Trade secrets should be marked as
such, and employees should be
informed of the company’s specific
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protocol for treatment of trade
secrets. (Note that marking docu-
ments as trade secrets will not meet
the requirements of the Federal
Acquisition Regulation and contrac-
tual requirements for preserving
rights in data.) 

■ Access to such information should be
on a “need-to-know” basis. Moreover,
the public or other third parties
generally should not be given access
to the information. Where third party
access is required, specific measures
should be employed to ensure that
the party is under a duty not to
disclose the information. 

■ Specific care should be given to
avoid the unintentional disclosure
of confidential business information
through articles or lectures given by
company employees. Where a
company’s employees are encour-
aged to undertake such professional
activities, the company’s trade
secret program should include a

procedure to screen professional
work to avoid unintentional trade
secret disclosure.

■ The company should adopt an “exit
interview,” or a similar mechanism,
through which it can reinforce the
exiting employee’s duty with respect
to the company’s trade secrets. (The
company also should have a
screening program in place for new
hires to avoid becoming the defen-
dant in a misappropriation of trade
secret case.)

Take Proper Steps
As employees become more mobile and
businesses more competitive, an
increase in disputes regarding trade
secrets is inevitable. A company that (1)
identifies internally the specific informa-
tion it considers to be trade secrets, (2)
adopts a specific protocol for keeping
such information secret, and (3) con-
ducts periodic audits to check compli-
ance with the protocol, will have an
advantage should the threat of improper

trade secret disclosure arise or should
such disclosure occur. CM
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