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It’s a major understatement that healthcare 
systems worldwide face challenges. Particularly in 
the US, we face epidemics of chronic diseases 
such as diabetes and asthma. The cost of 
healthcare is rising unsustainably and far too 
many people do not have access to care. One 
movement touted as at least a partial answer to 
all of these challenges is mobile healthcare. Often 
built around a cell phone platform, mobile care 
allows patients to be monitored remotely by 
their caregivers and treated when they need it 
most. Providing care to people with chronic 
diseases where and when they need it most may 
well lead to better outcomes. Offering care to 
people outside of expensive healthcare 
institutions, particularly when facing an ageing 
population, can help keep costs down. And for 
those who live great distances from the health-
care services they need, mHealth offers access.

With all of this promise, the new technologies 
associated with mHealth also present great 
challenges to the regulatory system. Some of 
those challenges are unique to mHealth with its 
focus on achieving a level of interconnectedness 
we have never had in healthcare and some of 
them are simply characterised by tremendous 
complexity. After providing some context around 
industry trends in mHealth, this article will 
categorise the major regulatory challenges the 
industry faces and offer some predictions around 
where the US Food and Drug Administration in 
particular will take its regulatory approach.

mHealth: technology & uses
There is simply too much going on in the 
mHealth industry to adequately describe all of 
the technology under development that fits 
within the mHealth category. We can, however, 
offer a few examples organised around US 
medical device regulatory classifications:

In Class III, the highest-risk regulatory 
classification, manufacturers of cardiac devices 
have been working for years to bring systems 
to the market through which so-called pulse 
generators, including such specific devices as 
pacemakers and defibrillators, can periodically 
send data back to healthcare professionals. 
Cardiologists, device follow-up clinicians and 
others are able to much better understand 
their patients’ conditions if they can periodically 
review data showing the device activity and 
physiological data stored on the device. These 
manufacturers are moving from home-based 
links that rely on the set-top box to cell phone 
platforms that allow data transmission wherever 
the patient might happen to be (so long as they 

get cell service). Other Class III devices, 
including certain insulin delivery systems, are 
also looking at mobile connectivity.

In Class II, products such as blood glucose 
monitors are prime candidates for connection. 
Being able to more efficiently and effectively 
monitor the blood glucose levels of a person 
with diabetes means being better able to 
recommend interventions that are likely to 
more successfully manage the disease. 
Combine that data with data on sleep, activity, 
diet and other factors that influence the 
disease, and physicians have a very powerful 
tool for diabetes management. In a similar vein, 
the sensors that assess pulmonary function 
and other factors relevant to asthma make 
managing that disease much easier.

At least potentially in Class I, there are many 
sensors such as weight scales and stetho-
scopes that can send useful vital information 
to caregivers. These can be used for manage-
ment of a particular condition, such as obesity.

Beyond those device classifications, there are 
products that will be regulated as combination 
products, for example, in the use of drug 
delivery. Technology that aids in determining 
when patients take their medicine, and the 
proper identity of that medicine, offer great 
advantages in assessing patient compliance.

A technology theme running through all of 
these classifications is software – most notably 
the need for mobile phone apps that play a 
central role in connecting the medical devices 
to the caregiver and offering the patient useful 
information that can change behaviour.

A second theme is the need for inter-
connectedness and interoperability. Many 
different companies necessarily will need to 
develop the individual pieces of this mHealth 
ecosystem and to reach the technology’s 
potential, the individual technologies must 
work together. That’s a sea change in the 
technology space where historically medical 
device manufacturers have each done their 
own thing. But connectedness means that 
historical approach cannot go on. The 
manufacturers have to come together to agree 
upon open standards necessary for the pieces 
of the system to work in harmony. The trade 
association Continua Health Alliance is 
working towards that end, and in full disclosure 
the author serves as counsel to the alliance.

None of the electronic technologies 
necessary for these uses is particularly 
remarkable or new. But these applications of 
well-understood technology are groundbreaking, 

and potentially quite disruptive, in medicine. 
Further, tether all of these devices to significant 
strides in the development of electronic 
medical records and the potential for improved 
quality of care is enormous.

The technology is interesting, but frankly a 
bit old hat. What’s really new is the uses. Using 
an IT infrastructure to bridge the gap between 
caregivers and patients, allowing care on the 
move, creates the opportunity for a whole 
new paradigm in how society helps people 
improve their health. As a society, our 
understanding of how lifestyle – in particular 
the myriad of decisions we all make daily – 
impacts our health has grown dramatically. 
With that understanding, the technology 
enables us to better manage our own lifestyles 
and indeed contributes to the motivation we 
feel to improve the way we live. Having an 
mHealth system track daily diet, activity levels, 
sleep patterns and all sorts of other factors 
gives us an objective way to manage our 
health. Creating electronic accounting systems 
for our daily decisions on calorie intake, calorie 
burning and so forth offers us the tools to 
overcome some of the psychological 
impediments to better choices that recently 
have been studied in the field of behavioural 
economics.

From a regulatory standpoint, this means 
the blurring of the lines between healthy living 
and disease management. Is an mHealth 
application that allows a consumer to better 
manage his/her diet simply a wellness tool, or 
part of the diabetes disease management 
system? Frankly, it all depends upon the claims 
made. Thus, the regulatory status of these 
products will evolve as the companies 
producing them refine their business models 
and marketing plans.

Further, these uses mean that some of the 
technologies get sucked into the area of 
telemedicine. Fundamentally, many of these 
tools are communication vehicles that connect 
caregivers with care receivers. Many of them 
might be supplemented by basic video camera 
and audio capabilities, in addition to 
transmitting medical device data. As healthcare 
payers evolve their approaches to supporting 
these technologies, the technologies and their 
uses are likely to change. If, presumably based 
on evidence, payers decide that these 
technologies offer cost advantages or quality 
benefits over prior approaches, the role of a 
healthcare professional in overseeing the use 
of these technologies will change.

The future regulation of mobile healthcare in the US
Bradley Merrill Thompson looks at the evolving regulatory status of mHealth products and describes the  
complex and unique challenges that lie ahead.
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Current regulatory issues
As regulators think through the potential 
future implications of these new technologies, 
several categories of regulatory issues are 
emerging. The following seem to be some of 
the greatest challenges.

Questions of scope
No matter what the medical product 
regulatory scheme, one of the threshold 
questions created by this mHealth paradigm is: 
which parts of the system are regulated? That 
question really comes in three different forms: 
1. Which mHealth-related intended uses are 
regulated? As already observed, mHealth is 
blurring the lines between healthy living and 
disease management. Most regulatory systems, 
such as the FDA medical device regulation, 
impose regulatory obligations on those devices 
used in the diagnosis, treatment or cure of 
disease. Many mHealth products fall squarely 
into a grey zone where the connection to 
disease is unclear. Or, there may be a clear 
connection to the disease, but the connection is 
a sort that presents very few risks. Some 
marketers will be tempted to make broad tool 
claims that identify the function of a product 
without identifying a specific disease or 
condition for which it is to be used. Regulators 
will have to sort out which products to regulate, 
and which to leave to the marketplace. Early 
indication from recent public statements is that 
the FDA will not focus its attention on low-risk 
products. What the agency considers to be a 
“low-risk” mHealth product is the question.
2. Which pieces of the system get regulated? 
mHealth is the merging of traditional medical 
devices with an IT infrastructure. Where they 
meet, questions arise around whether key 
pieces of hardware or software need to be 
regulated by bodies such as the FDA, or 
whether other regulators such as the Federal 
Communications Commission are enough. Do 
seemingly minor decisions such as whether the 
co-package a particular piece of communication 
equipment with a medical device transform the 
communication equipment into a regulated 
article? The answer may significantly influence 
the way the industry moves forward.
3. What software gets regulated? Software is 
pervasive in mHealth systems, and it can reside 
on just about any stand-alone hardware 
product or out there somewhere in the cloud. 
Further, this software plays a myriad of different 
functions ranging from basic communication to 
more sophisticated analysis. Software has 
presented regulators with an enormous 
challenge already. MHealth makes that challenge 
even greater. The pervasiveness of software in 
mHealth highlights the importance of clarifying 
how the FDA will regulate this essential 
element of these new technologies.

Regulatory classification
In the US, once a product is identified as a 
medical device, the very next question is 
determining the classification into which it 
should be placed. The classification has a 
profound effect on the level of regulatory 
requirements for that device. Presently, the FDA 
does not have the classification infrastructure 
necessary to easily accommodate the many 
different products that will be used in mHealth. 
In the absence of a classification, the default is 
to place it in the most burdensome regulatory 
category, Class III1. Doing so, though, would stifle 
important innovation. 

The traditional rule that an accessory to a 
medical device is placed in the same classification 
as the device also would seem to lead to 
regulatory overkill in many cases. That accessory 
rule also leads to absurd results in a world 
where many, many devices are interconnected. 
Knowing where one classification starts and 
stops is difficult under current FDA guidance. The 
FDA will need to develop a classification scheme 
for these new technologies if they are to flourish 
as they should.

Pre-market data/claim substantiation
A central feature of mHealth technologies is 
that manufacturers of such products will want 
to explain the compatibility of their products 
with other technologies used in the ecosystem. 
Probably no single company will make the entire 
system from patient to caregiver. Instead, a 
company will intend for its devices to be used  
in tandem with equipment made by other 
manufacturers. If we move towards a system of 
accepted standards, these manufacturers might 
simply identify compliance with these standards. 
But anyone who has tried to install a simple 
home WiFi system, perhaps using routers and 
cards from different manufacturers, knows of the 
potential connectivity problems that can occur.

We cannot afford connectivity or set-up 
problems in healthcare. Some manufacturers 
will need to demonstrate that their products 
truly are compatible either with general 
products made to meet specific standards, or 
other specifically branded products. Open- 
ended-claims of compatibility are something the 
pre-market clearance system has not really had 
to deal with to date. So the scientific question is: 
what evidence does the applicant need to 
demonstrate the reliability and effectiveness of 
the applicant’s product when used with an 
open-ended set of complementary pieces of 
hardware and software? It is no longer possible 
to test the system itself, because the elements 
of the system are not completely defined. 
Instead, the applicant is left to demonstrate 
certification to a standard or specification for 
any interface, rather than validating the system 
in any traditional way. Requiring validation as a 

system would force a very dynamic and 
evolving area of healthcare technology into the 
traditionally static view of medical devices. 
Doing so would undoubtedly stifle innovation 
by limiting product development to the simplest 
and most cost-effective systems as opposed to 
more advanced solutions that rely on fluidity 
and interoperability to drive discovery.

Standards for pre-market clearance
Beyond requiring evidence to show that the 
device works, regulators may well come up with 
at least rules of thumb with regard to other 
features they wish to ensure are present in 
mHealth technologies. Areas where regulators 
might come up with additional guidance include: 
latency; human factors design issues; limits on 
appropriate population; ability to use an open 
source platform; acceptable use environment; 
usability issues; protection against interference by 
other software; and other similar factors.

Design controls
In the FDA’s regulatory system, design controls 
play a very important quality assurance role2. 
This is especially true with software. The quality 
system requires that a system engineering 
process be applied during the design, 
development and scale-up for manufacture of a 
medical device. This includes the development  
of requirements for the design and development 
of, and the verification and validation of, the 
software used in and with devices. Some 
software development models assume each 
manufacturer has control over all of the 
hardware and software used in and with their 
devices. But in the interoperable world, that’s 
not true. So how does a device manufacturer 
do its development work and still comply with 
the design control requirements?

Kit requirements
In mHealth, marketers find it very effective to 
sell a collection of instruments, software and 
accessories together in a kit. As already 
observed, most mHealth devices are not used 
by themselves, but rather exist in the system. 
So for convenience, but also to ensure 
compatibility, marketers gather up all of the 
items that consumer might need and bundle 
them in a kit for sale. This is one way of 
addressing the interoperability issues because 
the marketer selects the items on the basis of 
compatibility. The question is, from a legal 
standpoint, how is that marketer regulated? In 
the US, we would be tempted to call that 
marketer at least a repackager and maybe 
something more3. Of course much will depend 
on whether this marketer changes the 
intended uses or directions for any of the 
items included. But let’s say all the marketer 
really does is shrink wrap the items together. 
What regulatory obligations does that 
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marketer take on? Does the marketer need to 
develop independent evidence to show the 
compatibility or interoperability of those 
devices? Does the mere co-packaging create 
new intended uses for any of the items?

Healthcare provider responsibilities
In a recently published final rule on medical 
device data systems4,5, the FDA noted that if a 
hospital or other healthcare provider creates a 
MDDS, it is behaving as a manufacturer and will 
be regulated as a manufacturer. That has 
profound implications for many of the items and 
systems used in association with mHealth. It is 
reasonably common for a hospital or other 
healthcare system to create its own IT 
infrastructure. In association with mHealth, the 
hospital might design its own system for 
receiving and analysing the data collected from 
remote devices. 

In doing so, if we extrapolate the FDA’s 
position on MDDS, we would have to 
conclude that hospitals that do choose to do 
so could be subject to FDA regulation directly. 
Hospitals are quite intimidated by the notion 
of adopting an FDA compliant quality system 
and meeting the other requirements even for 
Class I medical devices. This issue is broad and 
important , impacting not just the hospital but 
also the manufacturers of the remote devices.

Post-market responsibilities of 
multiple vendors
We have already discussed many of the 
complexities that arise from having multiple 
companies making multiple products that are all 
used together in one mHealth ecosystem. The 
final area for complexity is in the post-market 
regulation. When problems are discovered in 
association with mHealth technologies, it is often 
not clear which specific link in the chain is at 
fault. Since all the links are quite interdependent, 
when a problem exists, in some ways it is 
impossible to assign singular responsibility. But 
someone must act, and often must act quickly.

Someone will need to decide whether to 
conduct a recall and make necessary reports to 
the FDA6. But who? And if more than one 
decides to take on that responsibility in the face 
of ambiguity, what if they start telling the 
marketplace different things? It’s quite 
conceivable that chaos would reign, leaving 
healthcare providers and their patients with 
little guidance to mitigate potential adverse 
events. Regulators will need to come up with 
guidance that clarifies who has the responsibility 
for post-market remediation. Perhaps regulators 
will devise a new system that could place all of 
the responsibility on one of the manufacturers, 
or even on a neutral third party that could 
operate under confidentiality. There would seem 
to be lots of different solutions, but it will 
require thought and regulatory policymaking.

Future regulatory activity
Regulators around the globe are all evaluating 
mHealth technologies. In the US, the FDA is 
moving to clarify at least some of the rules. 
Those clarifications are likely to be issued in 
four general areas.
1. FDA mHealth guidance. In speeches this year, 
the FDA has forecast that it will come out 
with a new guidance document on mHealth, 
hopefully by the end of 2011. The exact topics 
to be addressed have not been disclosed, but 
piecing together various speeches and other 
announcements, we expect the guidance to 
focus mostly on cell phone apps and their 
connection to medical devices. We expect the 
guidance to touch perhaps only lightly on the 
scope questions addressed above, and instead 
focus more on the submission requirements 
associated with these technologies. But that’s 
only speculation. We will all have to wait. 
When the proposal does come out, we 
understand that there will be a two- or three-
month comment period for the public to 
express their views.
2. Connected software issues. At their hearts, 
many mHealth technologies rely significantly on 
software. The FDA has been struggling literally 
for decades to come out with an overall plan 
for how it will regulate software. The recent 
MDDS rule that created a new classification for 
data software systems that basically act as 
passive repositories for medical device data 
impact some mHealth technologies, but frankly 
most of the apps do more than just passively 
hold data. That MDDS rule was the first of what 
we expect to be several new classifications for 
software, but we have no visibility into what the 
next proposed classifications might be.
3. Wireless guidance. In 2007, the FDA issued 
draft guidance on radio-frequency wireless 
technology in medical devices and was 
expected to publish the final document late 
last year7. The draft guidance addressed 
concerns about wireless coexistence, 
performance, data integrity, security and 
electromagnetic compatibility. It punted a bit 
on risk management of these issues, 
incorporating the International Organization 
for Standardization’s standard (ISO 14971) as 
a “useful tool” to satisfy the quality system 
requirements. The agency did describe, 
however, the general elements of design 
verification and validation as well as the 
general labelling and purchasing controls that 
should be followed. Since mHealth 
technologies will rely heavily on various forms 
of wireless communications, final guidance in 
this area is integral to the growing body of 
mHealth regulations. That said, wireless 
guidance is only one piece of the puzzle. 
Hopefully we will get to see what this piece 
(and the whole puzzle) looks like soon. 

4. Prototype submission working group. Since the 
January 2010 FDA-sponsored workshop on 
the Safety and Effectiveness of Interoperable 
Medical Devices, an interdisciplinary working 
group of FDA officials and a wide variety of 
industry representatives have been working to 
identify and resolve the science, engineering, 
risks and safety issues for plug-and-play 
connected medical devices. 

This group has had to grapple with the 
content of a regulatory submission that would 
properly handle the risks, claims and intended 
use of this sort of open system. The group is 
producing papers and presentations, and this 
year will publish a prototype regulatory 
submission with the intent that anyone in the 
industry who wishes to make their own 
submission could directly borrow relevant 
elements for their own submission.

Conclusion
For a regulatory professional, the area of 
mHealth technologies has to be terribly 
exciting. These technologies offer great hope 
for improving the quality of healthcare and 
increasing access, while at the same time  
saving cost. 

There are not many technologies that truly 
can do that. Being part of a team that brings 
these technologies to market by navigating 
what is at this point an undefined regulatory 
process represents an incredible challenge and 
opportunity. 

Essentially, we in regulatory affairs need to 
come up with a new risk model that makes 
sense for this new area of healthcare 
technologies. It needs to be rigorous enough 
to protect the patient and flexible enough to 
allow innovation to flourish. But that’s what 
makes being in regulatory affairs so rewarding.
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