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Strategies for Technology Companies Entering the Health Care Internet of Things

BY BRADLEY MERRILL THOMPSON

Background

T echnology companies such as Intel, IBM, Google,
Qualcomm, and even Amazon are diving into the
healthcare space.

More than that, new companies focused on the soft-
ware components of the Healthcare Internet of Things
(‘‘HCIoT’’) are sprouting up and developers of wearable
technologies, like Fitbit and HealthPatch MD, are piling

in. They all are drawn by the opportunity to carve out
their roles in the emerging technology ecosystem des-
tined to disrupt healthcare.

In this new ecosystem, body sensors and traditional
medical devices may be connected through the cloud to
analytics software, which in turn guides clinical
decision-making. According to a report from Market-
Research.com, the HCIoT market segment is poised to
hit $117 billion by 2020.

FDA regulation presents these new entrants with
some strategic choices that can have profound implica-
tions on competitive dynamics and profitability. Partly
because they want to connect their technologies with
existing medical devices, but also partly out of a recog-
nition that they lack expertise in medical device devel-
opment, manufacturing, marketing and regulatory com-
pliance, many technology companies have opted to
partner with established healthcare players.

There are actually several different ways technology
companies can enter, or at least profit from, the FDA-
regulated portion of the Internet of Things. This article
will examine a case study involving patients with
asthma, and how the Internet of Things can help man-
age that chronic disease. In that context, the article will
provide as much clarity as possible—within the current
regulatory uncertainties—on exactly which portions of
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the Internet of Things FDA regulates. And finally, the
article will examine a range of strategies that technol-
ogy companies can pursue to participate in those regu-
lated aspects, and assess the relative merits of each.

I. The Healthcare Internet of Things: Asthma
Case Study

Most people are already familiar with the HCIoT—
typically some form of connected sensors that produce
data that are analyzed, leading to actionable informa-
tion. Here, I’d like to make the analysis very concrete,
and focus on a particular example of how the Internet
of Things can facilitate the management of asthma.

If your child has asthma, you know just how difficult
it can be to manage an adolescent with that disease. In-
halers, it turns out, are not cool. Further, getting your
kid to consistently use his inhaler to properly manage
his condition is a guessing game once he starts school.
Compounding the problem, kids are often blissfully un-
aware of themselves, and the early warning signs of an
attack. Sometimes, even if they are aware, they might
stubbornly avoid changing their behavior if, for ex-
ample, they are in a social situation such as an after-
school soccer game.

The Healthcare Internet of Things radically changes
that dynamic. Imagine your son is at school, and when
the time comes to take his inhaled corticosteroids (used
to manage asthma over the long term), his smart in-
haler sends data to his cell phone over Bluetooth re-
cording exactly when and how much of the drug he
took. After gym class, when your son is struggling to
breathe, and he similarly takes a short acting beta an-
tagonist delivered through a different inhaler, the same
thing happens. After being collected by your son’s

phone, this information goes to both mom and your
son’s pediatrician.

At certain times of the day, your son can also use a
portable handheld spirometer to measure peak flow as
well as a variety of other breath functions. This data
also goes to both mom and doctor, in addition to being
available to your son on his smart phone.

Not only does this create a way to avoid having to
simply take your son’s word for it, at a deeper level, the
system allows for sophisticated analysis by the doctor
of when and where your son struggles most to manage
his asthma. But the HCIoT certainly does not stop there.
In many ways, that is just the low hanging fruit. While
that system produces data that helps manage the pa-
tient better, the potential is even greater.

So let’s make this interesting. Your son has an ath-
letic shirt with embedded environmental sensors. The
sensors monitor such things as airborne gases includ-
ing ozone, carbon monoxide, pollen and other irritants.
The sensors are part of nanosystems that use optical
measures to assess the size and composition of any par-
ticles. Basically your son’s shirt tells his smart phone
when he is around irritants that maybe he can’t sense
himself. More fundamentally, the system helps identify
environments encountered throughout the day that
have high levels of asthma irritants.

Your son also wears a cool looking wristband that in-
cludes sensors such as an accelerometer. The sensors
are great for measuring your son’s movements, and tak-
ing vital signs such as heart rate, hydration and blood
oxygen saturation.

Let’s say your son’s asthma has been not been well
controlled for a couple of years, and so more invasive
measures are prudent. To help your son, you ask him to
wear a small sensor that simply sticks to his chest with
an adhesive that can be easily peeled off. The sensor
measures respiration rate, but also listens for coughing
and wheezing signs. The sensor is so sensitive that it
can hear the very early stages of asthma, to which your
son himself is not yet attuned.

All of this sensor data is collected by your son’s smart
phone, and transmitted to the cloud where software
analyzes it on a nearly real-time basis. The software is
looking for trends that show an asthma attack may be
on its way. If the software detects such an early warn-
ing signal, the software sends a warning to your son on
his cell phone, as well as an alert to mom. A record of
this data is also stored with your son’s physician.

This case study may look like a bit of technology
overkill, but it illustrates the range of possible solutions
to the problem of better managing adolescents with
asthma. All of these products exist or are in develop-
ment. Helicopter parents will love it, but beyond those
of us who like to micromanage our children, the system
provides very practical warnings and information alerts
to the child, the parent and the physician that allow
concrete action to be taken.

Indeed, some early studies have already shown that
these sorts of systems can have a rather dramatic im-
pact on patient compliance with drug regimens. One
study, for example, has shown that average adherence
among children using inhaled corticosteroids for
asthma improved from 30% to 84% with the introduc-
tion of smart inhalers that produce audiovisual remind-
ers.

Such innovations are needed. The World Health Or-
ganization reports that, according to one study, chil-
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dren in the United States with asthma only take all of
their recommended daily doses of inhaled steroids 5
percent of the time, and indeed only 42 percent of the
time even took a single dose during the day. Consider-
ing that asthma in the United States currently causes
about 1.8 million emergency department visits, 439,000
hospitalizations, and 3,630 deaths each year, and much
of those consequences could be avoided by better medi-
cation adherence, such technology may not, in fact, be
overkill.

This case study focuses on technology that your son
would use directly. It would not be hard to imagine
other technology being connected to the system that
does not necessarily even touch your son. Environmen-
tal sensors that are constantly monitoring pollen and
other irritants in different geographic locations could
connect to the system to offer input on whether it might
be prudent to increase medicine today. Beyond just
medication dosage decisions, these data sources might
alert you to places that your son really ought not go to-
day.

Of course, this is just an example of a healthcare use
case for the Internet of Things. Nearly any chronic dis-
ease could be a candidate for using the Internet of
Things to help manage the condition long-term. Diabe-
tes and obesity, for example, could be better managed
by a wide array of smart technologies working together
as a system.

II. FDA Regulation of the Internet of Things

A. Deciding When A Part Of The Internet Of Things Is
An FDA-Regulated Medical Device

Technology developers looking at the opportunities
presented by the HCIoT for managing chronic disease
often ask themselves whether a given piece of hardware
or software to be used in that ecosystem would be sub-
ject to FDA regulation. The question is a natural one, as
FDA regulation carries with it certain costs and time-
lines associated with compliance that have a direct im-
pact on the attractiveness of the market. Certainly not
all regulated medical devices must receive FDA clear-
ance before being marketed, but some do, and obtain-
ing that clearance or approval in some cases requires
expensive data as well as the patience to go through the
process.

While the answer to the question of whether a given
product is regulated isn’t always clear (because the
facts get complicated very quickly and FDA has not is-
sued guidance for many of the more complex areas), at
a high level, FDA’s jurisdiction is actually fairly simple
to explain. Medical devices include just about anything
that is ‘‘intended for use’’ in the diagnosis of disease or
other conditions, or in the cure, mitigation, treatment,
or prevention of disease, in man.

The first three words of that definition—intended for
use—turn out to be extremely important. The scope of
FDA medical device regulation is based on the ‘‘in-
tended use’’ of the product being sold. The phrase ‘‘in-
tended use’’ has a specific meaning, and it is often dif-
ferent from the actual use to which a product is put. The
intended use is the use the seller intends the buyer
make of the product. In other words, to determine
whether a product is FDA regulated, the task is to look
inside the seller’s mind at exactly for what the seller in-
tends its product to be used.

This makes sense. It would be completely unwork-
able, and frankly unfair, if we held sellers responsible
for unforeseen uses that a particular customer makes of
a given article. Instead, to make the system objective
and predictable, we base the decision of FDA jurisdic-
tion on the seller’s intent.

It would be completely unworkable, and frankly

unfair, if we held sellers responsible for unforeseen

uses that a particular customer makes of a given

article.

How do we know what the seller intends? The ques-
tion of intent is a very familiar concept in the law. Many
laws depend heavily on intent. Anyone who watches TV
knows that there are different levels of homicide de-
pending on the killer’s intent. We punish premeditated
murder very differently than we do accidental homi-
cide. And it is up to a jury, looking at all of the evidence,
to decide what the accused intended to do.

In the case of FDA regulation, since we do not have a
mind probe, we establish intent by looking at the words
used to describe the product, and the actions that the
seller takes with respect to the product. More specifi-
cally, with regard to words, obviously promotional
claims and labeling that accompany the product are of
greatest relevance. But it certainly doesn’t stop there.
Sometimes sellers can be disingenuous, labeling a prod-
uct one way, but then extolling the virtues of other uses
of the product through social media and other forums.

With regard to actions, the law looks at any actions
that reflect how the seller intends the product to be
used. Design decisions obviously play a major role in
the sense that the design of a product tells a lot about
how the designer intends the product to be used. But
our focus on actions is not limited to the physical prod-
uct itself. The law looks at the channels of commerce
the seller uses, the customers the seller visits and the
professional meetings the seller attends.

If all of this sounds a bit squishy, it is. The intended
use is determined by looking at all of these things to-
gether to see what kind of picture they paint. And as
with anything that involves the English language, there
are incredibly fine shades of gray involved. Intended
uses are not standardized units of measure. The in-
tended use is whatever the seller makes it to be.

For example, on the one hand, the intended use can
be conveyed very generally, or at the other extreme,
very specifically. I can sell a scalpel and promote it for
use in cutting tissue, or I can sell the exact same scalpel
and promote it for use in hernia repairs, together with
step-by-step instructions regarding how to perform the
specific, intended hernia repair. I can sell a scalpel for
use generally with children, or I can sell a scalpel for
abdominal surgeries for patients between the ages of 6
and 10. In other words, I can make it whatever I want,
and I can make it as specific or general or contoured as
I wish.

FDA regulation has to cope with that. It does so by
perhaps paying a little less attention to the mechanical
divisions between specific wording, and a little more at-
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tention to the associated risk. In the example concern-
ing scalpels, even though the physical product is identi-
cal in each one of those situations, the risk is not iden-
tical. If I take it upon myself in connection with selling
scalpels to also provide step-by-step instructions for a
particular kind of hernia repair, then really in a sense I
am selling that hernia repair procedure (together with
my scalpel). In doing so, from an FDA regulatory stand-
point, I have taken on the risk of ensuring that the her-
nia repair procedure is in fact safe and effective when
done with my scalpel. If instead I just say that my scal-
pel cuts tissue, my customers will not conclude that I
have validated the use of the scalpel with any particular
surgery.

This concept, it turns out, has a radical impact not
only on whether certain parts of the HCIoT are regu-
lated, but to what degree. If it is determined that a par-
ticular article is a regulated medical device, the next
question is: in what classification will FDA regulate it?
Medical devices range from low risk tongue depressors
to high risk pacemakers, so the law divides all medical
devices into three classifications, cleverly called class I,
II and III. Class III includes the highest risk devices and
has the most demanding regulatory requirements,
while, you guessed it, class I is the lowest risk. The in-
tended use determines not only whether a particular ar-
ticle constitutes a regulated medical device, but the
classification in which FDA puts the device.

One more aspect of the definition of a medical device
is important. The statute says that FDA regulates fin-
ished medical devices, as well as accessories to devices
and components of devices. Accessories and compo-
nents are very similar, and in fact a widget can be either
one depending on the intended use. The distinction be-
tween an accessory and a component is the intended
user. An accessory is intended to be sold to and used by
the ultimate customer, while a component is intended
to be sold to and used by a manufacturer making a fin-
ished medical device. If I make test strips for blood glu-
cose meters and I sell them at retail to patients who
have blood glucose meters, those test strips are acces-
sories. If I take the same test strips

The distinction between an accessory and a

component is the intended user.

and sell them in bulk to blood glucose meter manu-
facturers for resale with the meters, the test strips are
components.

The difference is important, because the regulatory
responsibilities differ depending on whether a product
is an accessory or merely a component. The obligations
are less for components, because FDA puts the regula-
tory obligations on the finished device manufacturer. If
a product is sold directly to end-users as an accessory,
there is no one other than the accessory seller to take
responsibility for meeting the FDA requirements.

B. Applying that Framework to the Asthma Case
Study

With those general rules in mind, it becomes possible
to then look at each part of the HCIoT and make a judg-
ment about whether it is regulated. To do so, as just ex-
plained, we need to consider whether a particular item
is ‘‘intended for use in the diagnosis of disease or other
conditions, or in the cure, mitigation, treatment, or pre-
vention of disease, in man.’’

That’s a very general standard. And to be sure, two
people can look at the exact same set of facts and dis-
agree about whether something is regulated. That’s
why FDA periodically issues guidance to help the pub-
lic understand how the agency applies that broad stan-
dard to specific product categories and specific situa-
tions. Unfortunately, however, FDA has not issued
much guidance specific to the HCIoT.

Not all is lost, however. In many cases, the rules are
quite clear. Inhalers used to deliver the drug are FDA-
regulated medical devices. They have been recognized
as such for years. But the articles involved in the
asthma case study described above take us into some
areas where FDA has not, to date, expressed its view as
to where the lines are drawn. This is especially true for
a category of software called clinical decision support
software. As of this writing, FDA has been promising to
issue a guidance document on that topic, but has not yet
done so. It is the agency’s highest priority to do so in
2016.

Another ambiguity that we have been grappling with
is the distinction between healthy living on the one
hand, and articles intended for the ‘‘prevention of dis-
ease,’’ which is explicitly part of the medical device
definition, on the other hand. In 2016, FDA issued a
guidance document that parses the line between well-
ness and disease. Generally, that document allows
product manufacturers to mention certain diseases
without tripping the line into regulated territory, so long
as the intended use is framed clearly enough to be pro-
moting a healthy lifestyle.

Conclusion
FDA regulates much of the hardware and software

used in the HCIoT. At the same time, there could be
some HCIoT technologies outside of FDA’s reach, de-
pending on how the products are marketed. In the next
two articles, we will explore marketing and then busi-
ness strategies technology companies can use to enter
those markets without the cost and delays associated
with FDA regulation.

The following tables include a list of the primary
components described in the asthma case study, and in-
dicates their regulatory status generally. At a high level,
the tables use a red/yellow/green indicator to character-
ize whether a particular component is regulated (red),
may be regulated but there are some open questions
(yellow), or not regulated (green). All of the regulatory
classifications assume that the manufacturer’s intended
use for the product is the use described above in the
case study.

All of these innovations exist in some form, but they
may be in an early stage of development.
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Products Not Likely to Be Regulated

Component Function FDA Regulatory Status
1. A smart phone with Bluetooth
 sold with a software operating
 system

Unregulated, so long as the 
manufacturer does not make any 
special claims about its suitability 
for this or any other medical 
purpose.

This would be any generic smart 
phone on which an app could 
operate.

2. Various cell phone signal
 transmission devices such as cell
 towers owned by telephone
 carriers

Unregulated.These components are responsible 
merely for transmitting data from 
the cell phone to the cloud.

3. Cloud-based storage software Unregulated.This software is merely responsible 
for preserving the data in a HIPAA 
compliant fashion.

4. A tablet computer for the
 healthcare professional to use 

Unregulated.This tablet would be loaded with 
the healthcare professional viewing 
software, and it would also include 
standard functionality to allow the 
professional to communicate with 
the patient via text.
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Products That Could Be Regulated

Component Function FDA Regulatory Status
1. A shirt with embedded environ-
 mental sensors

On the one hand, if this were 
simply marketed without any claims 
beyond saying that it was for 
environmental monitoring, the shirt 
would not be regulated. On the 
other hand, if the shirt is marketed 
for people with asthma for use in 
avoiding future asthma attacks, it 
would be an FDA-regulated 
medical device.

These sensors monitor such things 
as airborne gases, including ozone, 
carbon monoxide and nitrogen 
dioxide, particulates, biological 
entities such as pollen and other 
irritants like polycyclic aromatic 
hydrocarbons, formaldehyde and 
acrolein.  Several technologies are 
available to do this, including 
nanosystems and optical sensors 
that measure scattered light from 
airborne dust particles to assess 
their size and composition.

2. A wristband set of sensors that
 measures vitals, and includes an
 accelerometer

On the one hand, these can be 
marketed generally for people 
engaged in athletic training to 
monitor their vital signs. But if the 
wristband is marketed as a way to 
detect early warning signs of an 
asthma attack, it would be an 
FDA-regulated medical device.

The accelerometer measures the 
patient’s movements, and the vital 
signs measured include heart rate, 
hydration, and blood oxygen 
saturation.

3. An app that resides on the smart
 phone 

If the software can be shown to 
only function as transmission and 
display of information in its original 
form, this app might escape FDA 
regulation. But if the software does 
anything more than those very 
ministerial functions, it will be FDA 
regulated.

The app is designed to collect data 
from all of the smart components 
listed above.  The app is designed 
to then transmit those data to the 
cloud. The app also includes 
display functionality to present the 
collected data and to communicate 
recommendations received from 
the cloud.

4. Software that resides on a tablet
 for use by the healthcare
  professional

Software that only transmits and 
displays data in its original form 
can avoid FDA regulation. But FDA 
often concludes that this sort of 
software does more than just 
transmit or display, in which case it 
would be regulated.

This software allows the healthcare 
professional to review the results of 
the data analytics.
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Products That Would Be Regulated

Component Function FDA Regulatory Status
1. Portable handheld spirometer
 with Bluetooth capability

While it is not certain, it seems 
likely that these products are class 
II medical devices.

Superseding the peak flow meter, 
this new generation of spirometers 
can measure the full range of 
breath functions traditionally done 
by an office machine. 

2. Inhaled corticosteroids delivered
 via a smart inhaler with
  Bluetooth capability

An FDA-regulated drug, together 
with an FDA-regulated medical 
device – the inhaler.

These anti-inflammatory drugs help 
manage asthma over the 
long-term.

3. Short acting beta antagonists
 delivered via a smart inhaler with
 Bluetooth capability

An FDA-regulated drug, together 
with an FDA-regulated medical 
device – the inhaler.

These inhaled, quick relief 
bronchodilators act within minutes 
to rapidly ease symptoms during 
an asthma attack.

4. A wearable sensor that is stuck to
 the patient’s chest

FDA regulated, because presum-
ably it would be marketed for use 
by people with asthma to detect 
early warning signs of an attack. It 
would be hard to market this as a 
general purpose wellness product 
because coughing and wheezing 
are not part of everyday, healthy 
living.

This sensor measures respiration 
rate, but also listens for coughing 
and wheezing sounds.

5. Cloud based analytics software Likely regulated. FDA will be 
coming out with new guidelines on 
clinical decision support software, 
but this functionality will probably 
be marketed with claims that the 
software helps people with asthma 
to avoid attacks and better manage 
their condition over time. There is a 
good possibility that FDA will 
choose to regulate this sort of 
software.

The software, which resides in the 
cloud, would apply algorithms to 
the data collected for the purpose 
of assessing both the long-term 
state of control for asthma, as well 
as predicting acute episodes of 
asthma attacks. The software 
algorithms would be designed to 
send advisories to the patient, such 
as recommendations to take either 
the long-term or short-term 
medications, as well as recommen-
dations to get away from environ-
mental irritants. The software would 
also send summaries of both the 
analysis and the recommendations 
to the designated healthcare 
professional.
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