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New Jersey Appellate Court Holds That an Employer That Suspects an

Employee Is Accessing Child Pornography Web Sites Has a Duty to
Take Action

The New Jersey Appellate Division in Jane Doe individually and

: as g/a/l for Jill Dow, a minor, v. XYC Corporation recently held that an
: employer who suspects an employee is accessing child pornography Web
: sites has a duty to investigate and prevent such conduct from continuing.*
: Failure to comply with this duty may render an employer liable to a third
: party that is affected by such conduct.

From 1998 through 2001, several employees informed XYC Corp.

: that Employee was using his computer to view pornographic Web sites.
: Although an investigation confirmed these complaints, no action was
: taken. Indeed, when XYC Corp.’s network administrator brought this
: conduct to the attention of the company, he was admonished for violating
: XYC Corp.’s policy against monitoring the Internet activity of its
: employees.

In March 2001, Employee’s immediate supervisor was notified that a

: coworker had seen a picture of a bikini-clad woman with "very large
: breasts” in a "sultry pose" on Employee’s computer screen. While
: Employee was out, the immediate supervisor checked the sites that
: Employee visited. The inspection revealed that Employee visited various
: pornographic sites, including “one that specifically spoke about children.”
: Accordingly, Employee was told to stop using the computer to view
: inappropriate sites.

In early June 2001, Employee’s supervisor discovered that

Employee was again viewing pornographic materials at work. Again, no
: action was taken based on this discovery.

In October 2000, Employee married a woman with a 10-year-old

daughter named Jill. In 2001, Employee began secretly videotaping and
: photographing Jill both nude and seminude. Jill had been at XYC Corp.'s

i 1 Due to the sensitive nature of the subject matter before the court, both the plaintiffs’ and
: the defendant’s identities were kept anonymous and the employee who was accessing
i child pornography is referred to as “Employee.”



CLIENT

headquarters for “Take Your Daughter to Work Day” and had attended company outings.

On June 15, 2001, Employee utilized his workplace computer to transmit three of the secret photos of Jill
over the Internet to a child pornography site. This transmission was necessary for Employee to gain access to
the site.

On June 21, 2001, Employee was arrested on child pornography charges.

After his arrest, Employee admitted that he had stored child pornography, including nude photos of Jill,
on his workplace computer. He further admitted that while working for XYC Corp. he downloaded more than
1000 pornographic images onto his workplace computer.

Plaintiffs, Jane Doe, mother, and Jill Dow, daughter, brought suit against defendant, XYC Corp., alleging
that XYC Corp. was responsible for harm caused to Jill when Employee utilized XYC Corp.’s computers to
transmit and store pornographic photographs of her. The lawsuit alleged that XYC Corp. knew that Employee
was viewing child pornography and knew that Employee had married a woman with a 10-year-old daughter.
The suit alleged that XYC Corp. was therefore negligent in not reporting Employee’s activities and that said
negligence resulted ultimately in harm to Jill.

The Law Division ruled that XYC Corp. did not have a duty to report its employees’ Internet browsing
activities to authorities and thus could not be held liable for its failure to do so. Accordingly, the Law Division
granted XYC Corp.’s motion for summary judgment.

On appeal, the Appellate Division stated that XYC Corp. could be held liable if (1) XYC Corp. had the
ability to monitor Employee’s use of the Internet on his office computer; (2) XYC Corp. had the right to monitor
Employee’s activities; (3) XYC Corp. knew, or should have known, that Employee was using the office
computer to access child pornography; (4) XYC Corp. had a duty to act to prevent Employee from continuing
his activities; and (5) XYC Corp.’s failure to act proximately caused harm to Jill.

The Appellate Division determined the first four factors were indeed present. First, the court found that
XYC Corp. clearly had the ability to monitor Employee’s activities on his computer. Second, based on XYC
Corp.’s policy that employees were permitted to only “access sites which are of a business nature only” and that
“any employees who discover a violation of this policy shall notify personnel,” the court found that XYC Corp.
had a right to monitor Employee’s activities on his office computer. Third, the court found that XYC Corp. was
on notice of Employee’s activities. Fourth, the court found that XYC Corp. had a duty to exercise reasonable
care to stop Employee from using the company’s computer system to view child pornography.

Finally, the Appellate Division held that XYC Corp. could be held liable to Jill for any harm proximately
caused by XYC Corp.’s failure to stop Employee from using his workplace computer to transmit and store
pornographic images of her. The case was then remanded to the Law Division for a determination on this issue.

In the wake of the Jane Doe decision, employers should establish and distribute a policy that company
computers and the Internet are to be used for business purposes only. The policy should also provide that the
company will monitor the employees’ computer and Internet activity. Additionally, employers should make all




CLIENT

efforts to enforce this policy. Further, once an employer is on notice that an employee is violating this policy,
an employer has a duty to investigate the employee’s activities and to take prompt and remedial action to stop
the unauthorized activity. Based on the Jane Doe decision, an employer’s failure to investigate and make all
efforts to stop the unauthorized activity may result in an employer being held liable for harm suffered by third
parties, based on the unauthorized activity.

Please feel free to contact Joseph D. Guarino in the firm's Newark office at 973/639-8267 if you have
any questions or comments. Mr. Guarino's e-mail address is jguarino@ebglaw.com. Dina C. Kerman, an
associate in the Labor and Employment Department, assisted in the preparation of this Alert.

This document has been provided for informational purposes only and is not intended and should not be construed to
constitute legal advice. Please consult your attorneys in connection with any fact-specific situation under federal law and
the applicable state or local laws that may impose additional obligations on you and your company.

© 2006 Epstein Becker & Green, P.C.



MAILTO:jguarino@ebglaw.com
www.ebglaw.com/Show=2258
www.ebglaw.com/Show=540
www.ebglaw.com/Show=2358



