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Attacks on information security sys-
tems are on the rise and, as healthcare 
organizations are learning, the health 

sphere is not immune. As several highly pub-
licized, recent events have shown, protecting 
the privacy and security of sensitive data from 
breach has never been as important as it is 
today. Consequences are significant: Businesses 
that suffer breaches could face reputational 
harm, lawsuits, government enforcement 
actions, and costly remediation efforts. 
Companies must understand their specific data 
security risks, so they may take appropriate 
steps to protect themselves from breaches.

In many respects, 2014 was a banner year 
for security breach enforcement. Federal and 
state enforcement actions rose in number and 
set record highs for monetary fines and penal-
ties. Private action rose as well, as a number 
of private lawsuits over hacking and security 
breach issues were filed in 2014. In light of the 
heightened enforcement climate, it is critical 
that companies understand the risks facing 
them and take action to limit their exposure.

2014 enforcement climate
In 2014, the Department of Health and 
Human Services (HHS) stepped up 
their security enforcement activities 
by greatly increasing the severity of 
the penalties they imposed on health-
care entities. The fines collected in 
2014 totaled in the tens of millions. 
In 2014, HHS imposed the largest 
HIPAA settlement to date, a $4.8 
million combined payment result-
ing from an inadvertent error that 
exposed a large amount of electronic 
protected health information (ePHI) 
to the Internet.1 Other large fines 
focused on more traditional areas of 
HHS enforcement, including a $1.7 
million fine resulting from stolen 
laptops containing unencrypted ePHI, and 
$800,000 for leaving boxes of paper treatment 
records in the driveway of a physician.2

However, HHS was not the only data 
breach enforcer this year, which may fore-
shadow additional agencies getting involved 
in IT security regulation and enforcement. 
The Federal Communications Commission 
enforced a $10 million fine against two phone 
companies for failure to protect consumer 
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information.3 State attorneys general have 
also been actively enforcing their privacy 
laws. In 2014, the California Attorney General 
issued a $150,000 fine against a health plan for 
an incident in which a lost USB drive contain-
ing more than 20,000 employee records was 
recovered at a thrift store.4 In addition, class 
action lawsuits have been filed in response 
to a number of the largest data breaches.5 
Negligent handling of sensitive data or PHI 
is typically the most common complaint that 
appears in these private lawsuits. However, 
more novel suits have been filed as well.

Regulatory focus on cybersecurity for 2015
2014 was fraught with enforcement risk 
related to data security issues, and the trend 
will almost certainly continue in 2015. The 
HHS Office for Civil Rights has announced 
that the next phase in HIPAA compliance 
audits will be implemented soon and feature 
new audit guidelines. Those who participate 
in the Electronic 
Health Record (EHR) 
Incentive program are 
also likely to see an 
increase in the audit-
ing of their practices 
related to security 
compliance. Finally, 
the administration has 
recently announced 
plans to focus on cybersecurity in the coming 
year. The exact details of such plans are not 
yet known, but it is likely that additional 
regulatory requirements will be placed on all 
businesses that handle sensitive information 
or experience a breach.

2014 highlighted that organizations can 
no longer ignore data security issues. Given 
the heightened enforcement environment, 
organizations should focus on implementing 
good IT security practices in 2015. Here are 
five key tips for 2015.

1. Test your security regularly
Risk analyses are required under HIPAA, and 
should generally be performed at least annu-
ally by a respected third party. A risk analysis 
should include all systems containing elec-
tronically maintained PHI. Not only are risk 
analyses necessary to comply with the law, 
they are also simply good practices to identify 
the areas in which your organization’s security 
is at the highest risk.

On top of a regular risk analysis, any orga-
nization should perform regular vulnerability 
scans and penetration testing. A number of 
useful tools exist that can tell you where your 
security is falling short. For example, running 
monthly or weekly vulnerability scans will 
provide a good amount of feedback for your 
security team to fix any problems before a 
breach occurs.

If your organization has a mature security 
program in place, you might consider looking 
for external validation to prove your compliance 

program is in-line 
with IT security best 
practices. A number 
of certifications exist, 
including healthcare-
specific certifications, 
such as the HITRUST 
certification. Such an 
assessment is a good 
way to focus your IT 

security program beyond the normal scope of a 
HIPAA risk analysis, and is an excellent method 
to demonstrate compliance to your board or 
potential business partners.

2. Train your employees in secure practices
In healthcare, by far the most common cause 
of a data breach is physical theft or loss, often 
in the form of portable media, such as a USB 
drive, containing unencrypted PHI. Companies 
should train employees on proper security 
soon after they start work, and again at least 

2014 was fraught with 
enforcement risk related to 

data security issues, and the 
trend will almost certainly 

continue in 2015.
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annually. It is also useful to give employees tests 
after their training and require that employees 
sign attestations that they understand their 
security obligations. In addition, having occa-
sional reminder messages or drills can be 
useful. There are good teaching tools which 
can be employed, such as sending a “phishing” 
message to your own employees where the link 
leads to an internal webpage cautioning them 
against clicking suspicious links. Such a test can 
also track which users click the link.

With additional employee security respon-
sibilities, employees need good resources 
to help them do the best job they can. An 
anonymous question and tip system, such as 
a hotline or question box, can be a useful form 
of outreach, assurance, and reinforcement for 
employees who need extra guidance. A cul-
ture of compliance will assure greater efforts 
from employees to prevent breaches.

3. Make the system as foolproof as possible
Employees can be trained regularly and well, 
but people still make mistakes. Unfortunately, 
in the healthcare industry even small mistakes 
can have enormous consequences to your busi-
ness. Thus, your IT department should pursue 
simple solutions to eliminate the chance such 
mistakes occur. For example, if an employee 
who uses a USB drive has lost data in the past, 
USB ports can be easily disabled. Hardware 
encryption should be in place as well as multi-
factor authentication for any remote access 
to your network. System users will generally 
discover new ways to allow unauthorized 
access to your network, whether inadvertently 
or deliberately. You cannot always prevent this 
from happening, but taking basic steps such 
as these can dramatically improve the stability 
and security of your network and files.

4. Keep your software up-to-date
Many exploits used by hackers are found 
in older versions of software, or in software 

that is not quickly patched by the maker to 
fix known problems. If you keep out-of-date 
software on your system, you greatly increase 
the chances that you will be infiltrated and 
have a breach. This issue is especially impor-
tant in the healthcare industry, because many 
of the devices we use to provide patient care 
are becoming connected. It is important that 
updates be pushed not only to the tradi-
tional information systems used by IT, but 
also to any devices that maybe connected to 
the Internet.

5. Stay on top of the law
In 2015, there have already been several 
laws proposed that may significantly impact 
privacy and security moving forward. The 
Personal Data Notification and Protection 
Act, if passed, will set a national standard for 
reporting a data breach at 30 days. This will 
set a common threshold and likely preempt 
the numerous and varied state standards 
currently in place across the country. If a ver-
sion of the Consumer Privacy Bill of Rights 
is adopted, many more systems and controls 
will have to be put into place to allow the con-
sumer protections required.

Getting ready for the next challenge
Although it is impossible to predict where 
the next big data breach will occur, 2014 has 
indicated that breaches — and the resulting 
enforcement actions — will undoubtedly 
continue in 2015. If you keep on top of your 
organizational security, your company will 
be poised to face all of the challenges in 
the year ahead. 
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