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ADOPTED VERSION OF MODEL UTSA
The District of Columbia has adopted the federal Uniform Trade 
Secrets Act (UTSA), with slight modification. It is referred to as the 
District of Columbia Uniform Trade Secrets Act (DCUTSA) (D.C. 
Code §§ 36-401 − 36-410 (2011)).

SIGNIFICANT DIFFERENCES BETWEEN ADOPTED VERSION 
AND MODEL UTSA
The DCUTSA:

�� Contains an additional provision permitting the disclosure of 
information to enforce the Occupational Safety and Health 
Act 1988 and Pesticide Operations Act 1978 (D.C. Code § 
36-410 (2011)).

�� Omits Section 10 of the UTSA, which covers severability.

For the text of Sections 36-401 to 36-410 of the District of 
Columbia Code, see the Council of the District of Columbia website.

A Q&A guide to trade secrets and 
confidentiality law for private employers 
in the District of Columbia. This Q&A 
addresses the District of Columbia 
definition of trade secrets and the legal 
requirements related to protecting 
them. Federal, local or municipal law 
may impose additional or different 
requirements.

OVERVIEW OF STATE TRADE SECRET LAW

The District of Columbia (DC) has adopted the DC Uniform 
Trade Secrets Act (D.C. Code §§ 36-401 − 36-410 (2011)), 
often referred to as the DCUTSA to distinguish it from the federal 
Uniform Trade Secrets Act (UTSA).

DC does not have a criminal statute regarding trade secrets.

For the text of Sections 36-401 to 36-410 of the District of 
Columbia Code, see the Council of the District of Columbia 
website.
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1. List the laws (statutes and regulations) by name and 
code number, both criminal and civil, that your state has 
adopted governing trade secrets.

2. Has your state adopted the model Uniform Trade 
Secrets Act (UTSA)? If so, please:

�� Identify which among the statutes listed in response to 
Question 1 is your state’s adopted version of the UTSA. 

�� Describe any significant differences between your 
state’s adopted version and the model UTSA.
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The District of Columbia Uniform Trade Secrets Act (DCUTSA) 
supersedes conflicting tort, restitution and other District of 
Columbia law providing civil remedies for misappropriating a trade 
secret. The DCUTSA, however, does not affect certain remedies, 
whether or not they are based on misappropriation of a trade 
secret, such as: 

�� Contractual remedies.

�� Criminal remedies.

�� Other civil remedies that are not based on trade secret 
misappropriation.

(D.C. Code § 36-407 (2011).)

For more information, see Question 19.

For the text of Section 36-407 of the District of Columbia Code, 
see the Council of the District of Columbia website.

DEFINITION OF TRADE SECRET

The District of Columbia Uniform Trade Secrets Act (DCUTSA) 
defines a trade secret as information:

�� Including a:

�� formula;

�� pattern;

�� compilation;

�� program;

�� device;

�� method;

�� technique; or

�� process.

�� That derives actual or potential independent economic value 
because it is:

�� not generally known; 

�� not readily ascertainable by another person who could gain 
economic value from its disclosure or use; and 

�� The subject of reasonable efforts to maintain its secrecy. 

(D.C. Code § 36-401(4) (2011).)

For the text of Section 36-401(4) of the District of Columbia Code, 
see the Council of the District of Columbia website.

The District of Columbia Uniform Trade Secrets Act (DCUTSA) 
defines trade secret (D.C. Code § 36-401(4) (2011)) (see 
Question 4). To be protected as a trade secret, courts require that:

�� The information must be secret.

�� The information’s value must derive from the secrecy.

�� The owner must use reasonable efforts to safeguard the 
information’s confidentiality.

(Catalyst & Chem. Servs., Inc. v. Global Ground Support, 350 
F.Supp.2d 1 (D.D.C. 2004).) For more information, see Questions 
6 and 7.

 For the text of Section 36-401(4) of the District of Columbia 
Code, see the Council of the District of Columbia website.

TRADE SECRETS
These types of information have been found to be trade secrets:

�� Portions of software or features within software (DSMC, Inc. v. 
Convera Corp., 479 F. Supp. 2d 68 (D.D.C. 2007)). 

�� A financial services firm’s customer lists (Morgan Stanley DW Inc. 
v. Rothe, 150 F. Supp. 2d 67 (D.D.C. 2001)) (see Question 7).

�� Information relating to the development of new sporting 
equipment and patent applications (Hillerich & Bradsby Co. v. 
MacKay, 26 F. Supp. 2d 124 (D.D.C. 1998)).

NOT TRADE SECRETS
The US District Court for the District of Columbia determined 
that spreadsheets used by a publisher in calculating natural gas 
prices did not constitute trade secrets, as the publisher failed to 
show the elements necessary for trade secret protection (U.S. 
Commodity Futures Trading Comm’n v. Whitney, 441 F. Supp. 2d 
61 (D.D.C. 2006)).

NOT TRADE SECRETS AS A MATTER OF LAW
In DSMC, Inc. v. Convera, the US District Court for the District 
of Columbia has taken the position that whether information is a 
trade secret is generally a question of fact.

Granting a motion to dismiss, the US District Court for the 
District of Columbia held that a registered lobbyist’s client list 
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3. List any common law protections afforded to trade 
secrets. If common law protections are afforded to trade 
secrets, are they preempted by available state statutes?

4. How does your state define a trade secret under each 
law identified in Question 1 (statute or regulation) and 
Question 3 (common law)?

5. Describe any significant cases in your state creating, 
modifying or clarifying the definition of a trade secret.

6. What are examples of information that courts in your 
state:

�� Have found to be trade secrets?

�� Have found not to be trade secrets?

�� Have found not to be trade secrets as a matter of law?
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REASONABLE EFFORTS TO MAINTAIN 
SECRECY

COURTS
Information that is generally known or readily ascertainable to the 
public does not constitute a trade secret. To be protected as a 
trade secret, District of Columbia courts require that:

�� The information must be secret.

�� The information’s value must derive from the secrecy.

�� The owner must use reasonable efforts to safeguard the 
information’s confidentiality.

(Catalyst & Chem. Servs. v. Global Ground Support, 350 F. Supp. 
2d 1 (D.D.C. 2004).)

Under Catalyst & Chemical Services v. Global Ground Support, 
reasonable efforts to maintain secrecy may include implementing 
confidentiality agreements. However, a plaintiff did not use 
reasonable efforts to maintain secrecy by merely noting “Strictly 
Confidential” on a document (Deegan v. Strategic Azimuth LLC, 
No. 09-1649, 2011 WL 778407 (D.D.C. Mar. 7, 2011)).

Catalyst & Chemical Services v. Global Ground Support explains 
that a company is not bound to absolute secrecy to maintain trade 
secret protection. A trade secret owner may disclose his trade 
secret to a licensee, employee or third party, if the owner does so 
in express or implied confidence.

STATUTES OR REGULATIONS
There are no statutes or regulations addressing what are 
reasonable steps to maintain the secrecy of a trade secret.

TRADE SECRET MISAPPROPRIATION CLAIMS

Misappropriation is defined as either:

�� Acquisition.

�� Disclosure.

(D.C. Code § 36-401(2) (2011).)

is not a trade secret because the lobbyist is legally obligated to 
publicly disclose its clients (Gov’t Relations, Inc. v. Howe, No. 
CIV.A.05-1081, 2007 WL 201264 (D.D.C. Jan. 24, 2007)).

District of Columbia courts have not addressed whether the 
following types of information qualify as trade secrets: 

�� Computer programs.

�� Data compilations.

�� Employees’ specialized skills.

�� Employees’ general skills.

�� Employees’ knowledge.

CUSTOMER LISTS CAN BE PROTECTED AS TRADE SECRETS
Determining whether customer lists are protected as trade secrets 
is fact intensive. Customer information is entitled to trade secret 
protection when:

�� The information derives actual or potential economic value 
from not being generally known to and not being readily 
ascertainable by persons who can gain economic value from its 
use or disclosure.

�� There are reasonable efforts to maintain the information’s secrecy.

(Morgan Stanley DW Inc. v. Rothe, 150 F. Supp. 2d 67 (D.D.C. 
2001).)

Granting a motion to dismiss, the US District Court for the 
District of Columbia held that a registered lobbyist’s client list 
is not a trade secret because the lobbyist is legally obligated to 
publicly disclose its clients (Gov’t Relations, Inc. v. Howe, No. 
CIV.A.05-1081, 2007 WL 201264 (D.D.C. Jan. 24, 2007)).

SCOPE OF INJUNCTION ENJOINING USE OF FORMER 
EMPLOYER’S CUSTOMER LIST
In Morgan Stanley DW Inc. v. Rothe, an employee left Morgan 
Stanley and joined a rival company. The former employee 
allegedly left with a list of Morgan Stanley customers. The court 
found that any customer list, which was only available to internal 
employees, constituted trade secret information. The court 
granted the employer’s motion for a temporary restraining order 
prohibiting the former employee from using any Morgan Stanley 
customer information. (Morgan Stanley DW Inc. v. Rothe, 150 F. 
Supp. 2d 67 (D.D.C. 2001).)

District of Columbia courts have not addressed the length or 
scope of permanent injunctive relief that is appropriate when 
customer lists are afforded trade secret protection.

7. To what extent have:

�� Customer, client or subscriber lists been given trade 
secret protection?

�� Former employees been enjoined from using former 
employer’s customer information?

8. What efforts to maintain secrecy have been deemed 
reasonable or sufficient for trade secret protection:

�� By courts in your state?

�� By statutes or regulations in your state?

9. For any law identified in Question 1 (statutes or 
regulations) or Question 3 (common law), what must a 
plaintiff show to prove trade secret misappropriation?
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A competing company can be held liable for misappropriation 
when both:

�� The existence of a trade secret is established.

�� The competing corporation improperly used the trade secret or 
acquired it through improper means.

(DSMC, Inc. v. Convera Corp., 479 F. Supp. 2d 68 (D.D.C. 2007).)

District of Columbia courts have not addressed whether corporate 
officers and employees of a competing company are liable for 
misappropriation when they merely knew the information was 
misappropriated by improper means but did not help in the 
misappropriation.

DEFENSES

Defenses to a misappropriation of trade secrets claim include:

�� The information is not a trade secret.

�� There was no misappropriation.

The following affirmative defenses may also be available 
depending on the facts and circumstances of the case:

�� The statute of limitations has expired.

The elements of Section 36-401 of the District of Columbia Code 
have not been pled with required particularity.

�� Lack of standing to sue.

�� Equitable defenses, such as:

�� laches;

�� estoppel;

�� waiver; and

�� unclean hands.

For the text of Section 36-401 of the District of Columbia Code, 
see the Council of the District of Columbia website.

The three elements necessary to assert trade secret 
misappropriation are:

�� Existence of a trade secret.

�� Acquisition (see Acquisition as Misuse) of the trade secret as a 
result of a confidential relationship.

�� Unauthorized use or disclosure (see Disclosure or Use of Trade 
Secret as Misuse) of the secret resulting in loss or damages.

(D.C. Code § 36-401(2) (2011); Catalyst & Chem. Servs. v. Global 
Ground Support, 350 F. Supp. 2d 1 (D.D.C. 2004).)

ACQUISITION AS MISUSE 
A trade secret can be misappropriated where the acquirer knew 
or had reason to know that the trade secret was acquired by 
improper means. (see Definition of Improper Means) 

(D.C. Code § 36-401(2)(A) (2011).)

DISCLOSURE OR USE OF TRADE SECRET AS MISUSE
Disclosure or use of another’s trade secret without express or 
implied consent constitutes misappropriation where the person:

�� Used improper means (see Definition of Improper Means) to 
acquire knowledge of the trade secret.

�� At the time of disclosure or use, knew or had reason to know 
that the trade secret was:

�� derived from or through a person who had used improper 
means to acquire it;

�� acquired under circumstances giving rise to a duty to 
maintain its secrecy or limit its use; or

�� derived from or through a person who owed a duty to 
maintain its secrecy or limit its use.

�� Before a material change in position, the acquirer knew or had 
reason to know:

�� the information was a trade secret; and

�� that knowledge of the information had been acquired by 
accident or mistake.

(D.C. Code § 36-401(2)(B) (2011).)

DEFINITION OF IMPROPER MEANS
Improper means includes:

�� Theft.

�� Bribery.

�� Misrepresentation.

�� Breach or inducement of a breach of duty to maintain secrecy.

�� Espionage through electronic or other means.

(D.C. Code § 36-401(1) (2011).)

For the text of Section 36-401 of the District of Columbia Code, 
see the Council of the District of Columbia website.

10. Can corporations, corporate officers and employees 
of a competing company in possession of the trade 
secrets of others be held liable for misappropriation in 
your state? If so, under what circumstances?

11. For any law identified in Question 1 (statutes and 
regulations) or Question 3 (common law), what defenses 
are available to defend against claims under the statute 
or common law?
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�� A reasonable royalty.

�� Attorneys’ fees.

�� Costs.

�� Exemplary damages, if willful and malicious misappropriation 
exists.

�� Injunctive relief.

�� Court order compelling affirmative acts to protect a trade secret.

(D.C. Code §§ 36-402 − 36-404 (2011).)

A plaintiff may recover damages for misappropriation, unless 
monetary recovery is inequitable because either:

�� The acquirer had a material and prejudicial change of position 
before acquiring knowledge.

�� The owner had reason to know of the misappropriation.

(D.C. Code § 36-403 (2011).)

For the text of the District of Columbia Code, see the Council of 
the District of Columbia website.

CONTRACTUAL PROTECTIONS

District of Columbia (DC) courts have not discussed specific 
factors when assessing the enforceability of a non-disclosure or 
confidentiality agreement. Courts, however, enforce restrictive 
covenants concerning trade secrets when they are both:

�� Limited in duration.

�� Narrowly tailored to protect an employer’s legitimate business 
interest.

(Hospitality Staffing Solutions, LLC v. Reyes, 2010 U.S. Dist. LEXIS 
93810 (D.D.C. 2010).)

The DC Court of Appeals explains the “rule of reason” requiring a 
determination of the reasonableness of a covenant not to compete 
is a fact intensive inquiry that depends on the totality of the 
circumstances (Deutsch v. Barsky, 795 A.2d 669 (D.C. 2002)).

The following cases illustrate valid provisions in restrictive covenants:

�� A two-year, five-mile radius restriction in a covenant not to 
compete between dentists was reasonably enforceable, as 
a restraint “limited to time and space” is not facially invalid 
(Deutsch v. Barsky, 795 A.2d 669 (D.C. 2002)).

�� Prohibitions against the solicitation of an employer’s customers 
by former employees are reasonable restrictions that protect 
the legitimate business interests of the employer (Hospitality 
Staffing Solutions, LLC v. Reyes, 2010 U.S. Dist. LEXIS 93810 
(D.D.C. 2010); (quoting Ellis v. James V. Hurson Assocs., Inc., 
565 A.2d 615 (D.D.C. 1989)).

STATUTE OF LIMITATIONS

The District of Columbia Uniform Trade Secrets Act (DCUTSA) 
imposes a three-year statute of limitations. Specifically, the three-
year period begins to run when either:

�� The misappropriation is discovered.

�� The misappropriation should have been discovered by 
exercising reasonable diligence.

(D.C. Code § 36-406 (2011).)

A continuing misappropriation constitutes a single claim (D.C. 
Code § 36-406 (2011)).

For the text of Section 36-406 of the District of Columbia Code, 
see the Council of the District of Columbia website.

OTHER RELEVANT RELATED CLAIMS

A plaintiff can allege:

�� Contractual remedies, whether or not based on 
misappropriation of a trade secret.

�� Other civil remedies that are not based on misappropriation of 
a trade secret.

�� Criminal remedies, whether or not based on misappropriation 
of a trade secret.

(D.C. Code § 36-407 (2011).)

For more information, see Question 19.

For the text of Section 36-407 of the District of Columbia Code, 
see the Council of the District of Columbia website.

REMEDIES

Potential relief includes:

�� Monetary damages, including actual loss and unjust 
enrichment caused by the misappropriation.

12. For any law identified in Question 1 (statutes and 
regulations) or Question 3 (common law), please identify 
the relevant statute of limitations for bringing a claim.

13. What other claims, statutory or common law, can a 
plaintiff bring in your state against a defendant in the event of 
wrongful acquisition, misuse or disclosure of a trade secret?

14. For any law identified in Question 1 (statutes and 
regulations) and Question 3 (common law), please 
describe the potential relief available to plaintiffs.

15. What factors do courts in your state consider when 
assessing the enforceability of a non-disclosure or 
confidentiality agreement?
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civil remedies for misappropriation of a trade secret. However, 
the DCUTSA does not affect:

�� Contractual remedies.

�� Criminal remedies.

�� Other civil remedies that are not based on misappropriation of 
a trade secret.

(D.C. Code §§ 36-407 (2011).)

COURTS PREEMPT CLAIMS BY FOCUSING ON THE NATURE 
OF CLAIMS
In DSMC, Inc. v. Convera Corp., a business, DSMC, Inc. (DSMC), 
alleged that its client had conspired with DSMC’s competitor to 
provide it with access to DSMC ‘s trade secrets. DSMC alleged a 
violation of the DC civil conspiracy common law and the Virginia 
Business Conspiracy Act. Explaining that the conspiracy claims 
were clearly focused on trade secret misappropriation, the court 
held that both the common law and statutory conspiracy claims 
were preempted. Accordingly, the court granted the competitor 
summary judgment on the conspiracy claims. (DSMC, Inc. v. 
Convera Corp., 479 F. Supp. 2d 68 (D.D.C. 2007).)

For the text of Section 36-407 of the District of Columbia Code, 
see the Council of the District of Columbia website.

For more information, see the State Q&A, Non-compete Laws: 
District of Columbia (www.practicallaw.com/6-504-6108).

MISCELLANEOUS

District of Columbia courts apply common law principles regarding 
fiduciary duty in employment relationships. This means that:

�� Corporate officers and directors owe a duty of “undivided and 
unselfish loyalty” to their corporations.

�� Employees may arrange to compete with their employer before 
terminating the employment relationship, but they may not 
commit wrongful acts in their preparation to compete. Wrongful 
acts include:

�� misuse of confidential information;

�� soliciting the employer’s customers; or

�� soliciting a mass resignation of the employer’s workers.

(Furash & Co., Inc. v. McClave, 130 F. Supp. 2d 48 (D.D.C. 2001).)

The doctrine of inevitable disclosure is not recognized in the 
District of Columbia.

District of Columbia courts have not addressed any distinction 
between memorizing and physically taking trade secrets.

Except as provided below, the District of Columbia Uniform 
Trade Secrets Act (DCUTSA) supersedes conflicting tort, 
restitution and other District of Columbia (DC) law that provides 

16. What common law duties are recognized in your 
state that prohibit employees from disclosing employer 
information even absent an independent contractual 
obligation?

18. What, if anything, have courts held regarding trade 
secret misappropriation claims involving memorizing 
trade secrets rather than the taking of tangible 
representations of information?

19. Do any of the laws identified in Question 1 (statutes 
and regulations) or Question 3 (common law) preempt other 
causes of action a plaintiff could assert related to trade 
secret misappropriation (for example, conversion, breach of 
fiduciary duty, unfair competition or tortious interference)?

17. Does your state recognize the doctrine of inevitable 
disclosure?
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